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The General Data Protection Regulation (GDPR) 
from ay 2018 was a formal marker – not only for 
Europe - that personal data needs protection. It 
illustrates a general agreement that in principle must 
organizations that collect and manage personal 
information also protect it from misuse.  
The protection principle is, however, contrasted 
with that the digital service industry for years has built 
up a business model around collecting, analyzing and 
selling information from private users. This has 
included both personal data and behavioral data to 
enhance and target marketing and secure profits 
Privacy and Economics are therefore two concepts that 
need to be considered simultaneously.  
This mini-track discusses the relations between 
privacy and economics and the challenges to the 
established business models.  
 
1. Introduction  
Privacy and security in connected services raises 
increasingly concern in many corners of society 
including users, organizations, regulators and even 
some companies. Basically, the intrusion of the private 
sphere is a problem illustrated by recent high-profile 
scandals related to Cambridge Analytica, Yahoo, 
Google, Sony etc [1]. There is also increasingly 
awareness that realizing the huge potentials in 
connected services has as a precondition that privacy 
and security needs are dealt with in a way broadly seen 
as satisfactorily in order for new services to be 
accepted. This again is in particular an issue with 
private data and sharing of private data – both at 
company and at individual level.  
The issue has been a significant theme among 
regulators both in, e.g., the United States and in, the 
European Union (EU) with slightly different 
approaches. need to be considered simultaneously.  
In the EU, the General Data Protection Regulation 
(GDPR) has introduced better protection of citizens' 
right to privacy as compared to the previous directive. 
The main aim of the GDPR is to build or increase trust 
among EU citizens in using digital services by 
providing trustworthy infrastructure supported by the 
right regulation. Data, services and citizens are not 
seen in the same way outside Europe. The US does not 
have a similar general consumer protection law at the 
federal level dealing with data privacy or data security. 
These are dealt with in several laws involving 
different legal concepts including the invasion of 
privacy as a central issue.  
 
The different regulatory regimes reflect different 
traditions for approaching privacy and security, but 
there is general agreement that the issue is important 
both from a legal and from an economic angle. It has 
increasingly become clear – also to users - that digital 
service providers are making money of their data and 
their usage of the digital services [2]. Cookies that gain 
access to personal information and the collection and 
selling of private data to third parties are a reality. As 
responses from service providers to the European 
General Data Protection Regulation [3] that came into 
force in May 2018, users are met with new cookies and 
in principle an option to manage their information flow 
[3]. However, it is at best unclear how much protection 
this in reality implies.  
 
2. What is Privacy Worth?  
Different analyses have tried to estimate how users 
of digital services value the protection of their personal 
data and how it influences their use of services. Some 
studies ([4]; [5]) show that users are comfortable with 
sharing private data; also, with third parties in specific 
situations where they for example trust the institution 
they start sharing personal data with. Other studies 
([6]; [7]; [8]) find that users have an interest in selling 
private data.  Acquisti et al, [10], raise questions on 
whether notice and consent solutions (such as cookies 
where the user can self-manage the settings on privacy) 
may be effective and sufficient to guarantee 
consumers’ privacy. Research so far cannot clearly 
conclude on the economics of privacy seen from the 
user side. 







The situation is different if we take a look at digital 
service providers. The general privacy-economics 
ecosystem between the user data, the service provider 
and third parties are a rather well-established 
ecosystem with business models that have existed for 
years. Over the years, the service providers and third 
parties have invented rather creative methods to collect 
user data, often without the knowledge of the user (see 
for example [11]. A study, [12], estimated the costs of 
hospitals in Texas to adopt opt-in policies for tracking 
health records for children in the state. The estimate 




3. The Mini Track  
The mini track on Privacy and Economics focusses 
this year on what influences the usage of connected 
services; what is the users’ attitude to privacy 
protection and how can they be empowered in the 
usage.  
The topics include: 
 What are users willing to disclose in the 
usage of different services 
 How can users be empowered to control 
their engagement in and choose the 
relevant usage of online services 
 How is personal data as an economic asset 
best protected by private protection 
policies 
 
At the mini track 4 papers are presented: 
 
 Information Disclosure in Mobile Device: 
Examining the Influence of Information 
Relevance and Recipient (Ming Di Leom, 
Gaye Deegan, Ben Martini, John Boland) 
The paper presents and discusses two 
studies investigating the influence of 
contextual factors in users’ mobile usage. 
It concludes that incorporating the 
recipient factor can serve as a potential 
improvement to the existing approach in 
privacy management in the mobile 
device. 
 
 Individual Privacy Empowerment: 
Exploring the trade-offs between 
Information Sensitivity and Compensation 
(Bright Frimpong, Jun Sun). 
This study proposes a design that seeks to 
empower users when signing up for an 
online service. It includes  
Discussion of theoretical and practical 
implications.  
 Who Quits Privacy-Invasive Online 
Platform Operators: A Segmentation 
Study (Sebastian Hermes, Anela 
Sutanrikulu, Maximilian Schreieck, 
Helmut Krcmar) 
The paper looks at research identifying the 
privacy paradox as a phenomenon and 
bounded rationality as the reason behind 
users dichotomy between privacy concern 
and behavior. It then discusses identify the 
types of information that consumers are 
missing to perform privacy calculations. 
 Requirements Analysis of Large Policy 
Corpora (Alden Dima, Aaron Massey). 
The paper presents present an approach to 
conducting large-scale, qualitative, 
prospective analyses of policy documents 
addressing with acceptable or compliant 
data use policies, privacy policies, and 
terms of service. 
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